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Problem statement : 

The rapid proliferation of loT devices has intensified the need for low-cost, low-power 

hardware security primitives. Traditional cryptographic storage is vulnerable to physical 

attacks and requires non-volatile memory, which increases fabrication costs. While Arbiter 

Physically Unclonable Functions (APUFs) offer a promising solution for silicon 

fingerprinting, standard architectures suffer from systematic bias due to asymmetric 

routing and manufacturing gradients. This bias reduces the uniqueness and reliability of 

the generated keys, making them predictable. There is a critical need for a Double Data 

(DDQ) symmetric architecture that cancels these biases while being designed and verified 

within an Open-Source EDA (eSim) ecosystem to ensure accessibility and reproducibility in 

the semiconductor industry. 
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